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x:=1; y=1; atomic{ F:==1}; z:=1; if w then x:=2
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> Execution by interleaving, respecting orders
> — Program Order
> WL,/ XV, Write-to-Read Dependency (Plain/Transactional)
> W Write-to-Write Order
> I Read-to-Write Antidependency
» SC Declaratively:

> Require union of orders acyclic (CAUSALITY)
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x:=1; y=1; atomic{ F:==1}; z:=1; if w then x:=2
| v:=2; atomic{r:=F}; z:=2;if rthen wi=y — y + x
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Happens-Before
> by includes — and 25 but not 5, - or Y

» Data race: “Incorrect publication”

> Wx(ﬂhg)Wx Wx(—BP—)Rx

v

DRF program: every SC execution is Data Race Free
SC-DRF: DRF program = SC behavior

© No SC data race ever = everything correctly published always
@ Any SC data race ever = relaxed values/undefined behavior

v
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Local SC-DRF (Dolan, et al, 2018)

x:=1; y:=1; atomic{ F:=1}; z:=1; if w then x:=2
| y:=2; atomic{r:=F}; z:=2;if rthen wi=y — y + x

Wx1 — Wyl wz1

A C

Wy2 RF1 Wz2 — Ryl — Ryl — Rl

v

Let L = {x, y} be a set of locations

v

Let o be an L-stable point in an execution
> No extension, in any execution, has an L-race with o

Let p be an _ in an execution

No SC L-race in p = L correctly published in p

vV vy

Ignore races outside L, in past (o), in future (after p)



SC-LDRF: Reordering & Optimization

> Reordering performed in hardware

x=ly=1— yi=1 x:=1 Independent Writes ©
ri=x; qi=y — q=y; r=x Independent Reads ©
x=T1,q=y = q=y; x:=1 Store Buffering @
r=x; ==y — q=y; r=x Load Buffering @

» Peephole optimization + reordering enables common
subexpression elimination, loop invariant code motion, etc

ri=x; Q=X — ri=x; ¢:=x Redundant Load @
x=1,q=x — x=1, qg:==1 Store Forwarding @
X:=1; x:=2 — x:=2 Dead Store @



Load Buffering

q::y;x::] ? =1 ; :y

lr=x; y:=1 ly=1 r=x

Ryl — Wx1 Wx1— Ryl
WX w7

Rx1 — Wyl Wyl — Rx1

> LDRF disables “reading the future”
> Require (s y w1y acyclic (CausALITY)



Load Buffering

q::y;x::] ? =1 ; :y

lr=x; y:=1 ly=1 r=x

Ryl — Wx1 Wx1— Ryl
WX w7

Rx1 — Wyl Wyl — Rx1

> LDRF disables “reading the future”

> Require (s y w1y acyclic (CausALITY)
@ Requires fences on ARMv8 and PowerPC



Load Buffering

q::y;x::] ? =1 ; :y

lr=x; y:=1 ly=1 r=x

Ryl — Wx1 Wx1— Ryl
WX w7

Rx1 — Wyl Wyl — Rx1

> LDRF disables “reading the future”
> Require (s y w1y acyclic (CausALITY)
@ Requires fences on ARMv8 and PowerPC
© < 1% overhead on ARMv8



Load Buffering

q::y;x::] ? =1 ; :y

lr=x; y:=1 ly=1 r=x

Ryl — Wx1 Wx1— Ryl
WX w7

Rx1 — Wyl Wyl — Rx1

> LDRF disables “reading the future”
> Require (s y w1y acyclic (CausALITY)
@ Requires fences on ARMv8 and PowerPC
© < 1% overhead on ARMv8
© Compiler optimization unaffected



Load Buffering

q::y;x::] ? =1 ; :y

lr=x; y:=1 ly=1 r=x

Ryl — Wx1 Wx1— Ryl
WX w7

Rx1 — Wyl Wyl — Rx1

> LDRF disables “reading the future”

> Require (s y w1y acyclic (CausALITY)
@ Requires fences on ARMv8 and PowerPC

© < 1% overhead on ARMv8

© Compiler optimization unaffected

© Understandable semantics (compare C11, Java)
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» Extend LDRF to handle transactions
» Transactional idioms supported
> Inspiration:
> Local Data Race Freedom (LDRF):
> Dolan, Sivaramakrishnan, Madhavapeddy, PLDI 2018
> Transactions in relaxed memory:

> Dongol, Jagadeesan, Riely, POPL 2018
> Chong, Sorensen, Wickerson, PLDI, 2018

> Safe Privatization in Transactional Memory:
> Khyzha, Attiya, Gotsman, Rinetzky PPoPP 2018
> This talk:

> Implementation model
»  Privatization idiom

> Example of a mixed race:

hb W x Rx hb W x

> Programmer model



Synchronization Via Transactions (Store Buffering)

atomic { x:=1}; atomic{q:==y }
| atomic { y:=1}; atomic{r=x}

[Wx1HRyo}

L TXIW X

xrw
[Wy1 )—{RXOJ

> Strong Serializability
> Transactions appear sequential
> Respect program order (“real” time)
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atomic { x:=1}; atomic{q:==y }
| atomic { y:=1}; atomic{r=x}
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Synchronization Via Transactions (Store Buffering)

x=1 5 9=y
Il y=1; re=x
Wx1 —— Ry0
e tw v
rw
IS i
Wyl —— Rx0
> Rules:
> by includes (— U 2X¥53) (HBgase)
> (hby 2y U ) acyclic (CAUSALITY)
> (b s ) irreflexive (OBSERVATION)



2+2W Litmus Test

atomic { x:=1}; atomic{ y:=2}; atomic{q:==y}
I atomic { y:=1}; atomic{ x:=2}; atomic { r:=x}

Ry1j
X
Rx@
> Rules:

> _hbyincludes (— ULy ) (HBgase)
> (B, U Xy U ) acyclic (CAusALITY)
> (ﬂ) : __r_\)_v_>) irreflexive (OBSERVATION)
> (ﬁ W) irreflexive (COHERENCE)

Prevents Wx1 2 Wx2 X
ww



Publication

v'By Dependency

x:=1; atomic{y:=1}
latomic{ g:=y }; ri=x
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Publication

v'By Dependency XBy Antidependency
x:=1; atomic{y:=1} x:=1; atomic{ g:=y }
latomic{ g:=y }; ri=x latomic{y:=1} r:=x
Wx1 Wx1
. /xwr,hb X r’;,:" A v
- tw CTW
Ry1 Rx0 Wyl Rx0
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Implementation Model

> Rules:
> by includes (— U L U ) (HBgase)
> (B U X U ) acyclic (CAUSALITY)
> (Db, ) jrreflexive (OBSERVATION)
> (B, . W) jrreflexive (COHERENCE)

© Satisfies SC-LTRF
© Validates many transactional idioms
> Eg, Publication
© Does not overconstrain implementation
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Proof Case For SC-LTRF: Switching Reads

x:=1; atomic { x:==2}
| atomic { r:=x}

Wx1 Wx2
L"L S Xrw
w Rx1

> Let p be execution of top thread, then add bottom read

» SC-LTRF requires that we find a sequential action with race

@ No Race After p © Race After Prefix
Wx1 Wx2 Wx1
XWr 11,\

Rx2 w Rx1
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Privatization

atomic { if !y then x:=1}
latomic{y:=1}; x:=2
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Privatization: Order Can Cascade

atomic { if ly then x:=1}
| atomic { y:=1}; atomic {if !y’ then x":=1}
| atomic{y’:==1}; x’:=2; x:=2

Ry0 — Wx1F--__

Xrw S ww

(Wy1}o{Ry'0 wmj\\
> Rules:

Xrw L WW ‘d/
Wx’2 — Wx2
hb

=5 includes (— U XL, U 22Ys) (HBgase)
by includes (-2 N (X7 ; hbyy) (HBww)
(-y U Xy U ) acyclic (CAusALITY)
=5 ;- irreflexive (OBSERVATION)
(= ; -"%) irreflexive (COHERENCE)

------ y; By W) jrreflexive (ANTIyww)

v

vVYVYVY
—~~
>
o
2
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Programmer Model Invalidates Store Buffering

z:=1; atomic {if ly then x:=1}
| atomic{y:=1}; x:=2; ri=z

Wzl Ry0 — Wx1
_ hb

ﬁ. WW S

Wy W2 — Ra

z:=1; atomic {if ly then x:=1}
| atomic{y:=1}; ri=z, x:=2




In Paper

> Details
> Lifting
> Aborted/Live transactions

» Programmer Model = Implementation Model
> Quiescent Fences

» Variant Programmer Models



Aborted Transactions

Forbidden

Allowed

wnt —(¥0)

Y., _AXWT
rw

I

\ Ry1 —— Rx0



Coherence

X Us, / Java v Us, XC11
ww
Wr Wx1 22 Wx2
wr><‘wr/5~rw\)vr
Rx2 — Rx1 Rx2 — Rx1 — Rx2

rw

v Us, / Java, v C11
Wx2 — Wyl

r\’.z’WW
L SwWw

Wy2 — Wx1



WW Variants

by includes %Y N (-, ﬁ>) (HByn)
Xw, - by wwy) g jrreflexive. (ANTIyww)
atomic{r==y; x:=1} Ry0 — Wx1
| atomic{y:=1}; x:=2 XIW Lww
Wyl Wx2
by includes -WY> N (s XY (HB.,.,)
(Db, X WWL) s irreflexive. (ANTL,,,,

Wx1— Ry0

x:=1; atomic{r:=y}
ww ! L XIW

|| atomic{x:=2; y:=1 :
R



RW Variants

_hby includes -5 N (X5, ﬁ)) (HBrw)
Xy by 1wy s irreflexive (ANTIgw)
atomic{ r:=y; g:=x} Ry0 — Rx0
| atomic{y:=1}; x:=1 Xrw g Lrw
g Wyl Wx1
(by. X1 W) s rreflexive. (ANTI,

g:=x; atomic{r=y} R)_(O Ry0
'wg L XIwW

I atomic{ x:=1; y:=1 - -
e



WR Variants

=25 includes 5 1 (:X7; 1Bs) (HByx)

atomic { ri=y; x:=1} Ry0 — Wx1

| atomic{y:=1}; q:=x XIW 2 o
’ ! Wyl - Rx1
by includes 55 N (hby; . X1Ws) (HB’ )
' WR
x:=1; atomic{ r:=y } Wx1 Ry0
wr T XIW

” atomic = X; =1
A



